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1.1 Key Rolling Consideration
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1.2 Type of Keys
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1.3 Terminology
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2.1 ZSK Rollover Method

A= KA XA

Pre-Publication DNSSECHT—43E%& | BOFBRIZHREITORAT
| | s INZEEDBENTE, |3DDAXDHFTIEER
| | | INTH—IRA~NDEE

Add new Sign with Remove |ZFHIZAHEMNTES

ZSK new ZSK old ZSK

Double-Signature 3IDDAKXDHTHRLF |DNSSECOHOT—E=MK
| | > | IR D7 VT L &5

Add new Sign only with

ZSK,Sign  new ZSK, Remove

with both  old ZSK+RRSIG
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2.2 KSK Rollover Method

AR KT EFT
Double-Signature HY—VDBEHMNLEIT | 2DDKSK RRsethEE
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2.3 Summary

Method ZSK | KSK | Description

Pre-Publication X DNSKEYZ#RRSIG&YH5IZART 5

O
Double-Signature |O | O DNSKEY&RRSIGHREIFFICEFHT S
O

Double-RRSIG X DNSKEY &Y+ 4% IZRRSIGEZ AT 5
Double-DS X O DSZDNSKEY &Y+ %IZART 5
Double-RRset X O DNSKEY EDSERIBFIZART 5
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3. Key Rollover Timelines
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3.1 Key States
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3.2.1 Pre-Publication Method

Generate Add Sign with Add Sign with Remove
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3.2.2 Double-Signature Method (ZSK)

Generate Add ZSK(N), Add ZSK(N+1), Sign only with ZSK(N+1),
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3.2.3 Double-RRSIG Method

Generate Add Switch Remove Add Switch Remove
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3.3.1 Double-Signature Method (KSK)

Generate Add Submit Switch Add Submit Switch Remove
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3.3.2 Double-DS Method

Generate Submit new Add Switch ~ Submit new Switch Remove
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3.3.3 Double—-RRSet Method
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3.3.4 Interaction with Configured Trust Anchor
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3.3.5 Introduction of First KSK
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4. Standby Keys
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5. Algorithm Considerations
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6.Summary
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