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ZSK.... dnssec-keygen -a RSASHA256 -b 1024 VY —> 4%
KSK.... dnssec-keygen -a RSASHA256 -b 2048 -f ksk Y —> %

# cat Kohmo.to.+008+60799.key

; This is a key-signing key, keyid 60799, for ohmo.to.

; Created: 20100913141843 (Mon Sep 13 23:18:43 2010)

; Publish: 20100913141843 (Mon Sep 13 23:18:43 2010)

; Activate: 20100913141843 (Mon Sep 13 23:18:43 2010)

ohmo.to. IN DNSKEY 257 3 8 AWEAAdLEIOzWiWrHtOEdc60BH4v4Qh608JHCO6cNwi5sLsF
nLTJAsc4AV CFV5YG131CIHPAfM1hGnBe4qRnjGj+uA7hIDPD/CsKOd9zaFkS8LFYiLb...

#cat Kohmo.to.+008+48543.key

; This is a zone-signing key, keyid 48543, for ohmo.to.

; Created: 20100913141801 (Mon Sep 13 23:18:01 2010)

; Publish: 20100913141801 (Mon Sep 13 23:18:01 2010)

; Activate: 20100913141801 (Mon Sep 13 23:18:01 2010)

ohmo.to. IN DNSKEY 256 3 8 AWEAAcPn40;7xRAYMRZ2IkFQmR15S9wNy7INkDxMijyB2f
d3aNzw511G 13YsG3FHBpgCvbmj3pMkpCIyVi/174xt2MLF5jAeQKtYdvP2HU;jwIskElL....

#cat Kohmo.to.+008+48543.private

Private-key-format: v1.3

Algorithm: 8 (RSASHA256)

Modulus:
w+fg6PvFEBgxFnYiQVCZGLIL3A3LuU2QPEyKPIHZ93do3PDmLUaXdiwbcUcGmAK......
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-------------------- > rolled EXRIHZROLTXRILTED,
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e DNSSECHitLT=/\) T —A2—(#REEY—/\)ZEF
I A-HIZFT B,

— named.conf~ @ managed-keysax E

R
dA—HHYR—kTOYIY 73 HEE (DNSSECIZERT S
MDY 7 1T)

Xdig 723> T+cd (check disable) EFIRT B0 E

- E
trusted-keysz% 7z broot-serverD B HIZIELTER
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kS Z K7 H—[Secure Entry Point(SEP)| D% S99

o NYT—FAREEZEITO)H—/\Z PSRN U A—EE>TLNDKSKD A FSEZET
E—LTETHRET 5, .
KSKZFBEIZDNSSECIZRIGL TS Y —U [EAFL TS,

o #dig AX7>% DNSKEY +norec @*ZEDNSHERT—/\TRIREND,
(EfRI1ddig . DNSKEY +norec @m.root-servers.net &)

172800 IN DNSKEY 257 38
AwEAAagAIKIVZrpC6la7gEzahOR+9W29euxhJhVVLOyQbSEW008gcCjF

FVQUT{6v58fLjwBd0OYIOEzrAcQqBGCzh/RStloO8g0NfnfL

172800 IN  DNSKEY 256 3 8
AwEAAb5gVAzK59YHDx{f/DnswfO1RmbRZ6W16Jth Fecf[+ EUHRXPWIXD1i
47t2FHaKyMMEROapL5S5Z8Hi1Cz10510RZGGAN37WY 7fkv55r. .......

« named.conflcATFEERE S & FIRNTUA—ERIET HT =V LLTFIZDINT
[FHREEZ1T Do

# trusted-keys { }; TS AR 7 U h— &1 HKSKE & R, X
(bind9.7MHLRFC5011IZ#EHLL f=managed-keys R T—r AV R HEEEIN 1=,

9.7.3Tbugf#:HiF#)
managed-keys{
“.” initial-key 257 3 8 “AwWEAAagAIKIVZrpC6la7gEz.......... (R&)";
I3
options{
dnssec-enable yes; # bind9.5 L% Tlddefault Tyesi: D TAELILY
flnssec-validation yes; #/N\)T—R2ELTEMESE S,
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— BIETHEBNALEAEEEKSKDFT vy aMT TITEBEELTULN =5,

. HS(?%LT:KSK#BDSI/:|—P’&iﬁ‘ib(dnssec-dsfromkeyf . —JITHTTPS
THFLI=WEB_EDDSLa—F%PGPH#EF AL CTEEMREKEL. 20%
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o FELULVFEIIDNSSEC.jpDweb YA MMIEEHINTLNET D TERER,

http://dnssec.jp/wp-content/uploads/2011/02/20110124-techwg-
dnssec-trustanchor-install-howto-2.pdf

3. FSIRMZUN—ERELTODIER
— BINDTI&trusted-keysIZDSZ#EEE T AP IE X  DNSKEYL»ZEL\ETZ8,
— unboundTIZDSTHLDNSKEY THMAOK
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World Wide DNSSEC Deployment
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« Comcast(USDCATV ISP)IZ.

BAZ [ (Frecursive—

(8B TIEREL D
SEEEIZLTLNS

I

1R, (5000 A&

« Akamai (CDNEZH)

DNSH—E X T
DNSSECH/HR—Fk

A\

\

et B Email [

comecast.net DNSSEC Information Center

FAQs and General Inf

Comcast's DNSSEC Overviev

How to Start Using DNSSEC Today:

All Comcast customers will eventually be autematically migrated to our DNSSEC validating servers. If
you dontwant to wait, you can immediately start using DNSSEC by manually configuring your DNS
servers to pointto the IP addresses 75.75.75.75 and 75.75.76.76. Check out this video to learn more.

Constant Guard™ OQvenview
Latest Timeline of Comcasts
FAQs: Comcasts 2010 DNSE
Letter to NTIA re. DNSSEC
Comecast's DNE Operalions £
Comcasts IPv6 Infarmations

Comcast's Network Managen

Latest DNSSEC News and Information:

Comcast Presents on DNSSEC at ISOC Meeting
‘Wednesday, November 17, 2010

One of the goals of our trials was to take the time to share our experiences with others in the Intemat
community. We have been doing so on a regular basis and last wesk we presented at the Internet Society's

HLEOEY Ashimnme Paimmil mamatinn subiak aninsidad itk s alnns aftha 20k menatinm afthe IETE A that

DNSSEC Tutorials

Internef Society: DNSSEC Bal

DNSSEC for Enhanced DNS

When the Domain Name System (DNS), was invented in 1983, it was designed to be scalable
and distributed, but not necessarily secure. This made DNS vulnerable to cache poisoning,
data forgery, and other DNS attacks. The Domain Name System Security Extensions (DNSSEC)
was developed to make DNS maore secure and establish authenticity and integrity of DNS
data. Although it has been a decade since the first widely accepted DNSSEC standard was
published, DNSSEC is now gaining traction with “gov" and “org” signed and with the
announcement to fully deploy DNSSEC by the Root Zone operators.

As one of the largest producers and consumers of DNS services, Akamai is rolling out suppart
far NINSSFC NNSSEC is now availshle for Akamai's sacondary NNS Sanvice Frhancad NG (FINS)

BENEFITS OF USING DNSSEC FOR EDNS
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DNSSEC

Security, Security, Security...

| DNSSEC Compliance Simplified

(Ove rview ‘ The Solution Whitepapers

LOGIN Username/Customer# Password | 3 Create Account | Forgot Password?

* Go Daddy
%Gﬂ Daddy@ & Deals ofthe D:;.

¥300M 55/ H T ST i s s
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Premium DNS
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