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2.1.BIND
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2.1.1. named-checkzone
NEFTYVIEBIEDY—)L, DNSSEC (CHHEUIEEDTIERLK ., KRIETE

IRWEBEMND DL LTE. ENCHEE D TULVRITNIEBEREARIS DER L
O— RIREZ LK —BDFINZIFVWTESZH LIZD(F LRV zsb, DNSSEC D
TAMEVWSERTRENAREBTHD. LU, BEZRIDY—->T7A)LICHT
BDFITVI>EBHIRDOT, FIEBRGRMDY —>T7AI)LICK LT named-
checkzone TF XA MU, N TRIERINEBGZS IRV, =5(CEBRTD



EORMREIEEY —ILTTFRARLUTHBY -2 ZRMRESED EVWSFIEZED &KL
W35,
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E1T761:

> ldns-verify-zone example.jp.signed
Checking: example.jp.

Checking: nsl.example.jp.

Checking: ns2.example.jp.

Checking: mx.example. jp.

Checking: www.example.jp.

Zone is verified and complete

2.4.YAZVS (Yet Another Zone Validation Script)
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E17H1:

> yazvs.pl -a dsset-example.jp. example.jp.signed
Crypto Validation of example.jp 1330625701

OK: Parsed 32 RRs from example.jp.signed

OK: 1 trusted KSKs found

OK: Apex DNSKEY RRset validated

OK: @ expiring RRSIGs found

OK: @ bad RRSIGs found

OK: 15 good RRSIGs found

Comparison to current zone

OK: Received 32 RRs from 192.168.0.1

OK: Current serial 1330625701

DIFF: KSK @ added, @ removed, 1 unchanged
DIFF: ZSK @ added, @ removed, 1 unchanged
DIFF: RRSIG @ added, @ removed, 15 unchanged
DIFF: DS @ added, @ removed, 1 unchanged

Validation for example.jp 1330625701 PASSED, @ problems



2.5.validns
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E176:
> validns -s example.jp.signed
records found: 32
skipped dups: 0
record sets found: 26
unique names found: 11
delegations found: 0

nsec3 records: 5
not authoritative names, not counting delegation points:

0

validation errors: 0
signatures verified: 15
time taken: 0.011s
2.6.donuts
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K1T761:
> donuts -v example.jp.signed example.jp
--- loading rule file rules/check_nameservers.txt

rules: MEMORIZE_NS_ADDRS DNS_SERVERS_MATCH_DATA
--- loading rule file rules/dns.errors.txt

rules: DNS_SOA_REQUIRED MEMORIZE_NS_CNAME_RECORDS DNS_NS_NO_CNAME
--- loading rule file rules/dnssec.rules.txt

rules: DNSSEC_RRSIG_TTL_MATCH_ORGTTL DNSSEC_MEMORIZE_NS_RECORDS
DNSSEC_CHECK_IF_NSEC3 DNSSEC_MISSING_NSEC_RECORD
DNSSEC_MISSING_RRSIG_RECORD DNSSEC_RRSIG_NOT_SIGNING_RRSIG
DNSSEC_RRSIG_FOR_NS_GLUE_RECORD DNSSEC_NSEC_FOR_NS_GLUE_RECORD
DNSSEC_RRSIG_SIGEXP DNSSEC_NSEC_TTL DNSSEC_NSEC3_TTL
DNSSEC_DNSKEY_MUST_HAVE_SAME_NAME DNSSEC_DNSKEY_PROTOCOL_MUST_BE_3
DNSSEC_BOGUS_NS_MEMORIZE DNSSEC_MISSING_RRSIG_RECORD
DNSSEC_RRSIG_TTL_MUST_MATCH_RECORD DNSSEC_MISSING_NSEC_RECORD
DNSSEC_RRSIG_SIGNER_NAME_MATCHES DNSSEC_NSEC_RRSEC_MUST_NOT_BE_ALONE
DNSSEC_MEMORIZE_KEYS DNSSEC_RRSIGS_VERIFY DNSSEC_TWO_ZSKS
DNSSEC_OPENSSL_KEY_ISSUES
--- loading rule file rules/nsec_check.rules.txt

rules: DNSSEC_NSEC_MEMORIZE DNSSEC_NSEC3_MEMORIZE
DNSSEC_NSEC3_CHECK DNSSEC_NSEC_CHECK
--- loading rule file rules/parent_child.rules.txt

rules: DNS_MULTIPLE_NS DNSSEC_SUB_NOT_SECURE
DNSSEC_DNSKEY_PARENT_HAS_VALID_DS DNSSEC_DS_CHILD_HAS_MATCHING_DNSKEY
--- loading rule file rules/recommendations.rules.txt

rules: DNS_REASONABLE_TTLS DNS_NO_DOMAIN_MX_RECORDS
--- Analyzing individual records in example. jp.signed
--- Anadlyzing records for each name in example.jp.signed results on
testing example.jp:

rules considered: 38

rules tested: 25

records analyzed: 32

names analyzed: 10

errors found: 0
2.7.dig / drill
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