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DOWNLOADS

DOWNLOADS (software) solutions services community store aboutISC supportus

(BIND) DHCP AFTR BIND10 other software projects security advisories software forums

BIND

BIND is by far the most widely used DNS software on the Internet. It provides a robust
and stable platform on top of which organizations can build distributed computing
systems with the knowledge that those systems are fully compliant with published DNS
standards.

BIND 9.7.2-P2 Released on 28 Sep 2010

BIND 9.7.2-P2 is a current production release.

Source Download Windows Download

BIND 9.6-ESV-R2 alansad o8 23 Sa

BIND 9.6-ESV-R2 is a current Extended Support Version of BIND.

Source Download Windows Download Release notes

BIND is open source software that implements the Domain Name System (DNS)
protocols for the Internet. It is a reference implementation of those protocols, but it is
also production-grade software, suitable for use in high-volume and high-reliability
applications. BIND is available for free download under the terms of the ISC License, a
BSD style license.

e Documentation and external links
e Vendor products based on ISC BIND

ISC developed and maintains BIND 9, the current version. Our ability to maintain this

ISC developed and maintains BIND 9, the current version. Our ability to maintain this
software and be actively involved in furthering core Internet protocols is directly

BIND

What is BIND, History of BIND
FAQ

New features and capabilities
BIND news, mailing lists and bug
reporting

Security advisories

Professional services - Support

contracts, Training

Download BIND by specific version @
Current status of versions

DNSSEC and BIND

BIND 10

visit our store

It's like a bake
sale, but for
programming.
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# yum -y install gcc openssl-devel

$ wget http://ftp.isc.org/isc/bind9/9.7.2-P2/
bind-9.7.2-P2.tar.gz

S tar zxf bind-9.7.2-P2.tar.gz
$ c¢d bind-9.7.2-P2/

$ ./configure --with-openssl --disable-
openssl-version-check --prefix=/usr/local/

S make

# make install

2010/11/10
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configureA 7> 3~/

. —-with-openssl|
. OpenSSL>4 72U ZzFATS
. ——disable-openssl-version-check

. openssID/N\—I g v IT KB HE5EMH
F v 7 [o]k#

. —prefix=/usr/local/
e« 1> AM—)LI& /usr/local/ ™\
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. dnssec-enable yes;

e T7 ALK TyesiEdD TER

. dnssec-validation yes;
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75 WebARENA

. .(root) DNFZAMNIVIH—%=
managed-keys {}; [CEXTE

. RFC50T 1HIICE

managed-keys {

"." initial-key 257 3 8 "

AwEAAagAIK1VZrpC6Ia7gEzahOR+9W29euxhJhVVLOyQbSEW008gcCjF
FVQUT£6v58fLjwBdOYIOEzrAcQgBGCzh/RStIo08g0ONfnfL2MTIJRkx0X
bfDaUeVPQUYEhg37NZWAJQI9VNnMVDXP/VHL496M/QZxkjf5/Efucp2gaD
X6RS6CXpoY68LsvPVjR0ZSwzzlapAzvN9dlzEheX7ICIBBtuA6G3LOpz
W5hOA2hzCTMjJPJI8LbqF6dsV6DoBQzgul0sGIcGOY170yQdXfZ57rels
Qageu+ipAdTTJI25AsRTAOuUb8ONGcLmgrAmMRLKBP1dfwhYB4N7knNnulqg

OxA+Uklihz0=";
}i

e N —

BEHFSND(E9)
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@©: rooth TR N7V H—KTE

. dig . dnskey | grep -w 257

84482 IN DNSKEY 257 3 8
AwEAAagAIKlVerC6Ia7gEzahOR+9W29euthhVVLObeSEWOO8gchF
FVQUT£6v58fLjwBdOYIOEZzrAcQgBGCzh/RStI0o08g0ONfnfL2MTIRkx0X
bfDaUeVPQuYEhg37NZWAJQIVnNMVDxXP/VHL496M/QZxkjf5/Efucp2gaD
X6RS6CXpoY68LsvPV]JR0ZSwzz1lapAzvN9dlzEheX7ICIBBtuA6G3LOpz
W5hO0A2hzCTMjJPJI8LbgqF6dsV6DoBQzgul0sGIcGOY170yQdXfZ57relS Qageu
+ipAdTTJI25AsRTAOUb8ONGCcLMgrAMRLKBP1dfwhYB4N7knNnulg QxA+Uklihz0=

managed-keys {}; 5%

"." injtial-key 257 3 8

"AWEAAaAgAIK1VZrpC6Ia7gEzahOR+9W29euxhJhVVLOyQbSEW008gcCjF
FVQUT£6v58fLjwBdOYIOEZzrAcQgBGCzh/RStIo08g0ONfnfL2MTIRkx0X
bfDaUeVPQUYEhg37NZWAJQ9VnMVDxXP/VHL496M/QzZxkjf5/Efuc p2gaD
X6RS6CXpoY68LsvPV]JR0ZSwzz1lapAzvN9dlzEheX7ICIBBtuA6G3LOpz
W5h0OA2hzCTMjJPJI8LbgqF6dsV6DoBQzgul0sG IcGOY170yQdXfZ57relS Qageu

+ipAdTTI25AsRTAOUb8ONGCcLMgrAMRLKBP1dfwhYB4N7knNnulg QxA+Uklihz0=";

'f?V“dNAREhU\
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$ wget --quiet https://data.iana.org/root-anchors/icann.pgp

$ gpg --import --quiet icann.pgp

$ gpg --list-keys --fingerprint dnssec@iana.org
pub 1024D/0F6C91D2 2007-12-01 DNSSEC Manager <dnssec@iana.org>

$8# =| 2FBB 91BC AAEE 0ABE 1F80 31C7 D1AF BCEO OF6C 91D2|

sub 2048g/1975679E 2007-12-01

IAFIPGPY —/ i

%4Qiana.or

T TEI 51"3'({_1@

finger rint=

Public Key Server -- Verbose Index
““dnssec@iana.org '’

Type bits /keyID Date User ID
pub 1024D/0F6C91D2 2007/12/0]1 DNSSEC Manager <dnssec@iana.org>
Key fingerprint = |2FBB 91BC AAEE OABE 1F80 31C7 DI1AF BCEO 0F6C
sig 76092287 Olaf M. Kolkman <olaf@dacht.net>
sig C9B42848 Kim Davies <kimf@iana.org>
sig 0OF6C91D2 DNSSEC Manager <dnssec@iana.org>
2010/11/10
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rootd 72 A N2 J1—1&EE

$ wget --quiet https://data.iana.org/root-anchors/root-anchors.xml

$ cat root-anchors.xml

<?xml version="1.0" encoding="UTF-8"?>

<Tr stAncth>id="AD42165F—3B1A—4778—8F42—D34A1D41FD93" source="http://data.iana.org/root-anchors/root-

anchors
<Zone>.</Zone>

<KeyDigest id="Kjgmt7v" validFrom="2010-07-15T00:00:00+00:00">
<KeyTag>19036</KeyTag>

<Algorithm>8</Algorithm>

<DigestType>2</DigestType>
<Digest>]49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32F24E8FB}$</Digest>

</KeyDigest>
</TrustAnchor>

$ wget --quiet https://data.iana.org/root-anchors/root-anchors.asc

$ gpg --verify root-anchors.asc root-anchors.xml

gpg: Signature made Wed Jul 7 07:49:10 2010 JST using DSA key ID 0F6CY1D2

[/ U7

gpg:|Good signature from "DNSSEC Manager <dnssec@iana.org>"

gpg:|checking the trustdb
gpg: checking at depth 0 signed=0 ot(-/gq/n/m/£f/u)=0/0/0/0/0/1

gpg: WARNING: This key is not certified with a trusted signature!
gpg: There is no indication that the signature belongs to the ownkr.
Primary key fingerprint: 2FBB 91BC AAEE 0OABE 1F80 31C7 D1AF BCEO OF6C 91D2
$ dig . dnskey | grep -w 257 >root-ta.key

$ /usr/local/sbin/dnssec-dsfromkey root-ta.key|grep -w 2

IN DS 19036 8 2|49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32 F24E8FB5

2010/11/10 13
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e NTRAKNTUH—FFHT 7AILEEERK
. Named1—F DEZIAAENNE
. drwxr-x--- root:named /var/named
« TOEXFEENT 2EILTT—FHE

managed-keys.bind.jnl: create: permission denied

ml

Qu
/711

managed-keys-zone ./IN: keyfetch done:dns journal open
-> unexpected error

. managed-keys-directory { “/var/
named/keys/”; }; IR EEZAD BHRTE

2010/11/10 14
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BIND #2&

# service named start

$ ps axww|grep named

5572 ? Ss 0:00 /usr/local/sbin/
named -u named
9855 pts/0 S+ 0:00 grep named

$ tail /var/log/messages

Sep 22 14:21:47 baguette named[5572]: starting
BIND 9.7.2-P2 -u named

Sep 22 14:21:47 baguette named[5572]: built
with '--with-openssl' '--disable-openssl-
version-check' '—--prefix=/usr/local/'

Sep 22 14:21:47 baguette named[5572]: running

2010/11/10 16
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$ dig . ns +dnssec @127.0.0.1

; <<>> DiG 9.7.2-P2 <<>> ., ns +dnssec
;; global options: +cmd

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 12049

.o
rr
..
rrs

:: flags: qr rd ra QUERY: 1, ANSWER: 14, AUTHORITY: O,
ADDITIONAL: 4

;; OPT PSEUDOSECTION: % % ”%EJ__EO kD

; EDNS: version: 0, flags: do; udp: 4096
;7 QUESTION SECTION:
HI IN NS

;; ANSWER SECTION:

. 498176 IN NS d.root-servers.net.

()
498176 IN NS b.root-servers.net.

498176 IN RRSIG NS 8 0 518400 20100928000000 20100920230000 41248 .
gOG4vxTajV51RXajlb1PsRmKE8VB9Yj7VgTA54T/r47v1Yk11erS9BI 006HtOhfv+eBAIV+oQ5F5mjzPuY72ngIVol0zgISgAULF
+08u04bc0Ss jykeZk76TS4CwPmsabyL43UjIaQSNIH5t1iRE+ETr9NAzQzI1l+uhz7gg sEY=

;+ ADDITIONAL SECTION:

e.root-servers.net. 604744 1IN A 192.203.230.10
m.root-servers.net. 604698IN A 202.12.27.33
m.root-servers.net. 604698IN AAAA 2001:dc3::35

Query time: 0 msec

SERVER: 127.0.0.1#53(127.0.0.1)
WHEN: Wed Sep 22 14:37:04 2010
;7 MSG SIZE «rcvd: 457

o ~e

~e ~
~e Ne N

2010/11/10 17
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$EDTER
. ZSKD1EEL @7LITUZL) @%Q

# dnssec-keygen -a RSASHA256 -b 1024 skrd.org

Generating Key Pair..ceeeeeececescscccsscscacas +++++
T i i eececcosceces ++++++

Kskrd.org.+008+07623

. KSKD1ERL @@7»3“')2‘@ (ser) (KSK) (V—r%)

# dnssec-keygen -a RSASHA256 -b 2048 -f ksk skrd.org

Generating key pailr...cceceeceeeees ++

Kskrd.org.+008+27841

2010/11/10 20




# cat Kskrd.org.+008+07623.key

This is a zone—signing key, keyid 7623, for skrd.org.
Created: 20100923020356 (Thu Sep 23 11:03:56 2010)
Publish: 20100923020356 (Thu Sep 23 11:03:56 2010)
Activate: 20100923020356 (Thu Sep 23 11:03:56 2010)

skrd.org. IN DNSKEY 256 3 8 AwWEAAdb81Gi8EkBRQ61gP/JbXealkRCCberyqZgqHJDsety6ZYXGFbmVy
m6pQfz232NexZVwj8BM6MuUlAWGF1X0V+520DDLA0ZYbG6HZ 8PM/CPX1
Ab603818fYtjFhRAoiiyxf20Hr6xxiYCf0MOn4JIxYeuIltms59+2uKuBEJ ojLp4M2d

# cat Kskrd.org.+008+07623.private
Private-key-format: v1.3
Algorithm: 8 (RSASHA256)

Modulus: 1vzUaLwSQFFDrWo/8ltd50uREIJt6vKpmockOx63LplhcYVuzZXKbglB/
PbfY17F1XCPwEzoy5SUBYYXVERX7nbQMMsCjNhsbodnw8z8I9eUBvo7£fyXx9i2MWECiKLLF/agevrHGJIgJd/
0xCfgnFh64i2azn37a4q4EQmiMungzZ0=

PublicExponent: AQAB

PrivateExponent: Df6DLRYg8gLYLu+dnf8Ii7tGBBcZZJPLKn31g9up/OSLDUKsPVpI27tFrRTMjg3DdU35kKbXLUINYbW
+gdfueuTd2EB151F/Z7m7g1xNN4IUtwjQgVSgvv7gRrmGIbhy4RbPsx5SNxikUscsHSAKPgmlpUy5cCFiSosB8YNYH9k=

Primel: /TnWsUg7+D3quZl6k3EFiAkS/8G3ptRECFt7E35/2HJ//etlfmll1GbgA2yW6g0JdnSaHzTwcqgyIXZVpBaLlz7ow==
Prime2: 2V£fA239530CJkifg2Sp+RH1iIsS10TVc+vIghgbnn0kSQ1Q0AVWFQ19rEtdAbHhvA78SgzWMz0eDfCiXTqZulvw==

Exponentl: PMpGzRZvNx/+GoJK19x5HHg5NGbX5NfuYSc8+6gRnu+V5GpDMY
+rXfrUu9kcvaFV1TdWzIkT9CORNQ4gQSOmbCw==

Exponent2: 0bBNXDgP3+nHEKCy2TKbIfsuSDcLSY5Ph8XtXdwXgeD44sZfkZGuagMhl/wQvagvKWs
+c4nbTAklhviZz1Bgxw==

Coefficient:
+QvvHOGEC1jH8SaZg6eZpLB8QTEFb3uZxevZ6ygZza0PXn26Zml2ucNwWkmSkSPtzjY58bXSsYrH4GnQQEe5yAfQ==

Created: 20100923020356
Publish: 20100923020356
Activate: 20100923020356

~e ~o ~e

~e

2010/11/10
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cat Kskrd.org.+008+27841.key

This is a key-signing key, keyid 27841, for skrd.org.
Created: 20100923020410 (Thu Sep 23 11:04:10 2010)
Publish: 20100923020410 (Thu Sep 23 11:04:10 2010)
Activate: 20100923020410 (Thu Sep 23 11:04:10 2010)

skrd.org. IN DNSKEY 257 3 8 AwEAAcmreXb4nc7dhslj8RMm7E70YDCwjohsEVIgkw2kCAi5ze3S/4kH
gSUe2zaQ9zKUSlusssHssgVCcXuwqgjbZDW+ZyOXQ+uia7+4/3m3aDa0F hLvJF7N5WGny7z194NAsuvKrt6xurMhF1lnkIH8w4/kgDUvbl07jhV7£G
RO3b0MBzeFAS1CIDU2mNOQs8Rk5TpVLhXx40GcmbwoyKwI3IfBLOFBEt 21YHqQVNrOzo56PeBThvt6a9miYpd6VGmILfPKeJ/RXadwXb7cupn7npy
vVLz7Z01+7m1GfkLC1le7bLLpNPWvpsb6Y0OXstO0kkeBgzZGjcAH5jkUAT SYoduDSzyh8=

# cat Kskrd.org.+008+27841.private
Private-key-format: v1.3
Algorithm: 8 (RSASHA256)

Modulus: yat5dvidzt2GzWPXEybsTvRgMLCOiGwRUiCTDaQICLnN7dL/iQeBJR7bNpD3MpRLW6yyweyyBUIxe7CgNtkNb5nI5dD66Jrv7]/
ebdoNrQWEu8kXs31YafLvPX3g0Cy68qu3rG6syEWWeQgfzDj
+SONS9uXTuOFXt8ZE7dvQwHN4UBKUIgNTaY05CzxGT101UuFfHg4ZyZvCjIrAjch8EVQUES3avgeq82s70jno94F0G
+3pr2adil3pUa¥gt88p4n9Fdp3BdvtybmfuenK9UvPtnSX7ualZ+QsLV7tssuk09a+mxvpg5ey07SSR4GpkaNwAfmORQA1Jih24NLPKHw==

PublicExponent: AQAB

PrivateExponent: WC4SPmMXHYzf1I90qgEg8psINEH/EMewCykTI7PFj4su7/6CnXgakBCd6Y4ZiJQvHza0Mvc8H/
CdjmgBBVgC9X1YzgRCEdAMtdg+XQpFFyZHOKAWVWPQeJLWExXm50DpKAa /uJpGwAQNGsqd9TiAi jgBEKBbEYko51vHWFTjv/
WyZbhiPOAXPbpBaFsQM8SupvRQE6LLH1012StKb08Vb3MZzBy5ko0S57GHYKz/
g81bRuYEboHzAUfvg2KknzMfNfQKAgEE9QK62z3cSbaBifngzy51v0TDcvRg2k50FGLFKgHXy0gdAEVd7J0G3vuXqY¥sjt1hM7n2DCesImbO30ACAQ=

Ne Ne  Ne  ~e

Primel: 5/WS565JkDMgQgAQAtOnPG1RDOb6XSOXYE9/LmVhQZ5Z99vMEYiMIWH+AT9J1hZa4Bm6£fJIgU3N/A
+F70h0hzD1A21yR56TnQUY9VoFn470viyZy0epQrLEc2SX5BUA+HNbZGyrCb1gqSY91Sw99sE4iAmRCuyRDFqlwY1TeTYuwZE=

Prime2: 3pJAB51NKA40t9b7sJ/Ufx80WEbP2215FiQnlxcPX7y/
aPE4ALEdDn7g70ImtrkueypCsUB4IUVLhvQMSevPkshjDIVEEOhvXLfkkVEB6KOgwOO7BER5aQKMDfT0gI7kRO7+RDA2MDEmM+1i5VbuebWR/
VuQ5pxF36 jNPVUtG8p+K8=

Exponentl: VkWhAOhy1d4h9GGgvosGKz3CB6XMHGYp8CJhgEQ3i3+01CWyu3Zk8nhhic6wEbKP
+Vx1dtejxPtmrLwT6KjoGQ3MWeQrCzjjSIpb71m950wfrT470pikFIgH4+E8+dam6CSzdpH69pGR1IIKErUIKO5aLSqvX+udQFR/yNvEvBfE=

Exponent2: GphRLFAGH+4mFhOLOZyvkIOOfy028xnUTS/+zrXDsYX1PU3tj2TokLI76VKSPUxt6fiFjoE4Lzd/
H825LJXuUEtXgvHVDYHPUStEFZXt5rV+pO3RT/46n7Cd0aG2gZIRdgqc0HMPCBdoptSVKMhlct7avVHCg7ugocIS3CXxMWpDEgQM=

Coefficient: ySkzg8SLXoBnFxk8VYzPQralIT3QJIttbCDRh5ITr/
IQgRXOHKR387+19Ku50HOYOMiI8us1fJ2ZM21weWTr6f6HCETgnQkMCuJI2sfkduOyB4EZvg38iaDtg4twQ0Ic4xrLEUyJnmDNQGOQWaPn75MhzEK
MiEZvSaAiYdIlggew=

Created: 20100923020410
Publish: 20100923020410
Activate: 20100923020410

2010/11/10
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# dnssec-signzone —3‘gc1067 -N unixtime -S skrd.org

Fetching KSK 27841/RSASHA256 from key repository.

Fetching ZSK 7623/RSASHA256 from key repository.

Verifying the zone using the following algorithms: RSASHA256.

Zone signing complete:

Algorithm: RSASHA256: KSKs: 1 active, 0 stand-by, 0 revoked
ZSKs: 1 active, 0 stand-by, 0 revoked

skrd.org.signed

(BaFY/—>0771)l)

2010/11/10 23
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; File written on Thu Sep 23 15:35:03 2010
; dnssec_signzone version 9.7.2-P2

skrd.org.

2010/11/10

3600

3600

3600
3600
3600

3600
3600

IN SOA

RRSIG

NS
NS
RRSIG

RRSIG

cherry.skrd.org. root.cherry.skrd.org.

1285223703 ; serial

3600 ; refresh (1 hour)
900 ; retry (15 minutes)
2419200 ; expire (4 weeks)
300 ; minimum (5 minutes)

)
SOA 8 2 3600 20101023053503 (

20100923053503 7623 skrd.org.
YER624kn+Nxr3iBUxhUpO56uO0IpzlKvRQOMNg
TPQeiu2CGeAs70zhLeNPavsJi604sQSNroVx
MS6hB6cmNVsKZ71HkilaLnEf69vmiEstGoHx
CtTxBDgGsWiF80XgLm4pi7ganaGEQv3YMblx
5JG6eVRXAM5NtykZ /vRCXAWYJ5U= )
cherry.skrd.org.

currant.skrd.org.

NS 8 2 3600 20101023053503 (
20100923053503 7623 skrd.org.
bVYOUcnXII/rlYr2INPVWP6B+SWxd705qZt]j
4Sij8bT2PpYpkgVQVxM0sQhpgMYTwlkkUBhC
EF0A8BOEDDp/aTuWVvtt90TiimEADdcqrBks4
zCy4V8paTlB2AjP0JimO0Y+MY7uk4JzHbMpi
K+yYHEfmvvX7Wa7aEBQWnVOBfU5Y= )
59.106.173.70

A 8 2 3600 20101023053503 (
20100923053503 7623 skrd.org.
hSj0IkVbWQgPInku9PQYMbEss/uz0JjrXmja
YlcgxmpZhKkMBfw2Sjs2glhhKZudAoTf1lrkm
zIZFT+SMRA+NqufBgCR1vQ6HWPup/bvYH8h7
fs6JtY1GfAAhc+v1+eREfEIKFj74r8rf/eqGE
Kwy8nnPBZyxI6svEskY5U9g+rW0= )

(
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@ named.confifge. UA—~K

zone "skrd.org" IN {

CEEHR)

file "skrd.org.sinéd";

# rndc reload

server reload successful

zone skrd.org/IN: (master) removed
reloading configuration succeeded

zone skrd.org/IN: loaded serial 1285223703 (DNSSEC signed)
managed-keys-zone ./IN: loaded serial 0

reloading zones succeeded

zone skrd.org/IN: sending notifies (serial 1285223703)

client 202.212.225.201#33884: transfer of 'skrd.org/IN': AXFR-style IXFR started
client 202.212.225.201#33884: transfer of 'skrd.org/IN': AXFR-style IXFR ended

2010/11/10
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$ dig skrd.org dnskey @127.0.0.1

; <<>> DiG 9.7.2-P2 <<>> skrd.org dnskey @127.0.0.1

;7 global options: +cmd

;3 Got answer:

;3 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48401

;; flags: gr aa rd; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 0
;7 WARNING: recursion requested but not available

77 QUESTION SECTION:
;skrd.org. IN DNSKEY

;7 ANSWER SECTION:

skrd.org. 3600 IN DNSKEY 257 3 8
AwEAAcmreXb4nc7dhs1j8RMm7E70YDCwjohsEVIgkw2kCAi5ze3S/4kH gSUe2zaQ9zKUSlusssHssgVCcXuwgjbzZDW
+Zy0XQ+uia7+4/3m3aDal0F hLvJF7N5WGny7z194NAsuvKrt6xurMhF1lnkIH8w4/kgDUvb1l07jhV7£G
RO3b0MBzeFAS1CIDU2mNOQs8Rk5TpVLhXx40GcmbwoyKwI3IfBLOFBEt
21YHqvNrOzo56PeBThvt6a9miYpd6VGmILfPKeJ/RXadwXb7cupn7npy vVLz7Z01
+7ml1GfkLC1le7bLLpNPWvpsb6YOXst00kkeBqZGjcAH5jkUAJ SYoduDSzyh8=

skrd.org. 3600 IN DNSKEY 256 3 8 AwWEAAdb81Gi8EkKBRQ61gP/
JbXealkRCCberyqZqHJDsety6ZYXGFbmVy m6pQfz232NexZVwj8BM6MuUlAWGF1X0V+520DDLA0ZzYbG6HZ8PM/CPX1
Ab603818fYtjFhRAoiiyxf20Hr6xxiYCfOMOn4JIxYeuIltms59+2uKuBEJ ojLp4M2d

;; Query time: 1 msec

;3 SERVER: 127.0.0.1#53(127.0.0.1)
;7 WHEN: Thu Sep 23 15:38:05 2010
;7 MSG SIZE rcvd: 450
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. dsset-V—>&. EWS T 7A)LHBEEIER
« DSL O—RKMAEIMMIN TS

$ cat dsset-skrd.org.

skrd.org. IN DS 27841 8 1
54953D271219D693165928729E6A1DA276A95F44
skrd.org. IN DS 27841 8 2

4A4442A79C6EF582F5D93152CD19C/CD134AEF221D17F2
1E2B72FFFA 1C6A1681
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Edit DS Record Step 1 0of2
Create Record for SKRD.ORG * Required
Create Date: 9/22/2010 7:25:52 PM MST oC ‘ﬁ'

Last Change Date: $/22/2010 7:25:52 PM MST C i E % IJ IZ/%

Key Tag * & Digest © &)

27841 4A4442A79C6EF582F5D93152CD19C7CD134AEF221D17F21E2B72FFFAL
C6A1681
Algorithm * &

K

Digest Type = &)

| 2 - SHA-256

Max Signature Life (in seconds) ¢ Public Key &)

2 Not Supported

Flags &)

[ Not Supported

Protocol ¢

[ Not Supported

ca
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« RRSIGLO—KGASDHD T4 —ILR
3600 RRSIG SOA 8 2 3600 20101023031030

« TNXTICBERZZITODLENDH S
« V—=IUNDELERIKRDIEZE
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. ZSK

. Pre-publication (ZEIAKAR)
« KSK
. Double signatures (ZEE&ZAR)




ZSKOEH(BRIABAR)

(@Faﬁ(pubnsh) 59 < ( (151) (= FR B %4 13 2 B R )

# dnssec-keygen -a RSASHA256 -b 1024 -P now -A nowt2w skrd.org

Generating Key Pair... e s oo oNcceecceoceoccssscsscsssacsscs ++++++
Kskrd.org.+008+41178 EEEE}

# dnssec-signzone -3 ecl069“-N unixtime -S skrd.org

Fetching KSK 27841/RSASHA256 from key repository.

Fetching ZSK 7623/RSASHA256 from key repository.
Fetching ZSK 41178/RSASHA256 from key repository.

Verifying the zone using the following algorithms: RSASHA256.
Zone signing complete:

Algorithm: RSASHA256: KSKs: 1 active, 0 stand-by, 0 revoked
ZSKs: 1 active,<:>stand—by, 0 revoked

(rndc reload Z&EN iAW E S ()

skrd.org.signed
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. -ATHEEULHBENRBE L RS WD TH AJEE

# mv Kskrd.org.+008+07623.% bak/ {/DJ'J L7 kY ’\)

# dnssec-signzone -3 ecl070 -N unixtime -S skrd.org

Fetching KSK 27841/RSASHA256 from key repository.

Fetching ZSK 41178/RSASHA256 from key repository.

Verifying the zone using the following algorithms: RSASHA256.

Zone signing complete:
Algorithm: RSASHA256: KSKs: 1 active, 0 stand-by, 0 revoked

ZSKs:<:>active,<:>stand—by, 0 revoked

(rndc reload Z&h AW E S ()

skrd.org.signed
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# dnssec-keygen -a RSASHA256 -b 2048 -f ksk skrd.org

Generating key pair... v oo o one ..o e +++
Kskrd.org.+008+17020

# dnssec-signzone -3 ecl071 -N unixtime -S skrd.org

Fetching KSK 17020/RSASHA256 from key repository.

Fetching KSK 27841/RSASHA256 from key repository.

Fetching ZSK 41178/RSASHA256 from key repository.

Verifying the zone using the following algorithms: RSASHA256.

Zone signing complete:

Algorithm: RSASHA256: KSKs:<::>ctive, 0 stand-by, 0 revoked
ZSKs: 1 active, 0 stand-by, 0 revoked

skrd.org.signed ~ = [—
g-8i9 (rndc reload Z&EniWLn & S IC)
# cat dsset-skrd.org.
skrd.org. IN DS 17020 8 1 52F9E6AE3D4D90D61CC8F04935B5F45829C76BAl
skrd.org. IN DS 17020 8 2
E82664DBBC7C24826C1D29AA70F7708BB34FDFE29D52387B0D354554 F6Al1E1A6
skrd.org. IN DS 27841 8 1 54953D271219D693165928729E6A1DA276A95F44
skrd.org. IN DS 27841 8 2

4A4442A79C6EF582F5D93152CD19C7CD134AEF221D17F21E2B72FFFA 1C6A1681

2010/11/10
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Manage DNSSEC

Key Tag
17020

Records for SKRD.ORG

Algorithm Digest Type
8 2

Add new DS record

2010/11/10

Digest
E82...

MaxSigLife Flags
34560... NA

o

Protocol

NA

Public Key
NA

Updates &)

Edit Remove

34
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# mv Kskrd.org.+008+27841.* bak/

# dnssec-signzone -3 ecl072 -N unixtime -S skrd.org
Fetching KSK 17020/RSASHA256 from key repository.
Fetching ZSK 41178/RSASHA256 from key repository.

Verifying the zone using the following algorithms: RSASHA256.

Zone signing complete:
Algorithm: RSASHA256: KSKS:<::ﬁctive, 0 stand-by, 0 revoked
ZSKs: 1 active, 0 stand-by, 0 revoked

“7SWebARENA

skrd.org.signed

(rndc reload Z&mh AW E S ()

2010/11/10
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WholIS

Domain ID:D159715153-LROR

Domain Name:SKRD.ORG

Created On:22-Jul-2010 08:06:11 UTC

Last Updated On:23-Sep-2010 13:32:19 UTC
Expiration Date:22-Jul-2011 08:06:11 UTC
Sponsoring Registrar:GoDaddy.com, Inc. (R91-LROR)

(B)

Name Server :CURRANT.SKRD.ORG
Name Server :CHERRY.SKRD.ORG

(B8)

DNSSEC:Signed

DS Created 1:23-Sep-2010 13:32:18 UTC

DS Maximum Signature Life 1:3456000 seconds
DS Key Tag 1:17020

Algorithm 1:8

Digest Type 1:2

Digest
1:E82664DBBC7C24826C1D29AA70F7708BB34FDFE29D52387B0D354554F6A1E1A6
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$ dig fail.skrd.org ns

<<>> DiG 9.7.2-P2 <<>> fail.skrd.org ns
; global options: +cmd
Got answer:

->>HEADER<<- opcode: QUERY, status:(SERVFAIL id: 36998
flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: U, ADD ONAL: O

Ne Ne N Ne Ne
~
~e

~e

;7 QUESTION SECTION:

;fail.skrd.org. IN NS

; Query time: 5 msec

; SERVER: 124.146.194.76#53(124.146.194.76)
WHEN: Fri Sep 24 00:32:41 2010

; MSG SIZE rcvd: 31

—" checking disabled
dig fail.skrd.org ns

<<>> DiG 9.7.2-P2 <<>> fail.skrd.org ns +cd
; global options: +cmd
; Got answer:

->>HEADER<<- opcode: QUERY, status:(NOERROR,)id: 13357

~e

Ne Ne Ne e

wr

Ne Ne N0 Ne Ne
~e

; flags: gr rd ra cd; QUERY: 1, ANSWER: 1, AUTHORI 6—2BBFT TONAL: 2

;3 QUESTION SECTION: N s
;fail.skrd.org. IN NS l&’é@ D
;7 ANSWER SECTION:
fail.skrd.org. 3572 1IN NS cherry.skrd.org.

;; ADDITIONAL SECTION:
cherry.skrd.org. 3572 1IN A 59.106.173.70
cherry.skrd.org. 3572 1IN AAAA 2002:3b6a:ad46::1

;7 Query time: 24 msec

;7 SERVER: 124.146.194.76#53(124.146.194.76)
;7 WHEN: Fri Sep 24 00:32:46 2010

;7 MSG SIZE «rcvd: 96
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$ dig fail.skrd.org rrsig

;; Truncated, retrying in TCP mode.

<<>> DiG 9.7.2-P2 <<>> fail.skrd.org rrsig +cd
global options: +cmd

Ne  Ne  ~o
~e ~e

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19051
flags: gr rd ra cd; QUERY: 1, ANSWER: 4, AUTHORITY: 1, ADDITIONAL: 2

~e ~eo
~e ~o

QUESTION SECTION:
ail.skrd.org. IN RRSIG Q%'Q—' @ﬁ jJ HIKE-[;IH/L)

7+ ANSWER SECTION:

fail.skrd.org. 3600 IN RRSIGNS 8 3 3600 20100923151356 20100923141056 2895
fail.skrd.org. djgAzjFO09KTRQJa5N31HIJCLAWrFW7hS1FVXbI1FZjP4ZSy2E106cAJYo HuYCRLOEALvVKMbdM/
WIGOOMXgmQ1lYBiMSNf1lnXxjJZDM2nr06DeRGksY BO4v5t+3JIuKZIYnQ+XpfXThjDgJaKzZPe8mjVv9UaFuy5zEZMIK1fAQra
exc=

fail.skrd.org. 3581 1IN RRSIG DNSKEY 8 3 3600 20100923151356 20100923141056 2895
fail.skrd.org. UFEaIqgSzfpkUyfI+lwmhtWjZGW4ZbMeEUWHK+HBOcK/edgK2tkwscXaQ
kbOtAOfjCIYTJAUHWVYDt jhf IMbxBNLHIN3dhahmgTxaRs+8wZfgmYL.84
DY8HpS09KLwIQ3GiiaiRyXVEBjKXfHaZMyxOTFjd4tRvI+gHC4h0gOx8 5V0=

fail.skrd.org. 3581 1IN RRSIG DNSKEY 8 3 3600 20100923151356 20100923141056 64294
fail.skrd.org. 0QgyVMYRDzDV8uURLX8bJrRr/9fBZiuloZ80rSTGMOYrn6kxLBNthUZRg
0zBXEDNUTtqgKVpr6RyCREfLhwcP jRGuy3AhQQmoG08NJak fRCAMDV jQW
P7VCRgQAKNT3HWyeveToIFPu2voFt3QpMjkml4CY4cxXug5LiYeiaxqg

yLj3WsWxH8THHIx9gaTi2mQcSVGjIvUcpThYJ1fdAONnxW7 /dscVICmtM
qRBOyrmthylnFPUAYUnOkyO7exFGXvaFBngKtXZqu//+YTkDXA3w GhN/0XFxkKkMRfb+N3htUFbcdOpQeIkIQYn

+f2DUa3IyoIWUN8QHUQ9B7Y Imyagw=

fail.skrd.org. 3578 1IN RRSIGDS 8 3 3600 20101023140723 20100923140723 41178 skrd.org.
OxRW/zwhlbeUBTFa8VMgEPiXyfF31rA4nRGxx0dulYFtA55yS4NZPaet Qj7sWU0Q3ZrdE/nKXHR2J/Nh8iUTa/+X
+xRWNaH1lxgwDhQcuhi/Ymn2/ SUEfmGBPcaTeMCHZd/SIfNtgPhlrysaHdgb7gs/7ZKi4X1SUTXQSm381 ARI=

~e

l'h*'
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DNS-OARC ODVR

. The DNS Operations, Analysis, and
Research Center @ Open DNSSEC
Validator Resolver

- BEMADS ORELICFIATE S

. resolv.conf [CEXTET 2D AIHEN S
NTWsh, dig T@EFELTH ok

. https://www.dns-oarc.net/oarc/
services/odvr
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0. = ". “ I'---
= 14 DNS-OARC
""~= ..’:-""' . .
¥ Domain Name System Operations Analysis and Research Center
.
Member Portal Test Your DNS
Hot News OARC
OARC's Open DNSSEC Validating Resolver Members
Introduction to DNS-
OARC PDF Platinum
I
Joining and OARC is pleased to offer open DNSSEC-validating resolvers S¢
Participating in DNS- ("ODVR") that anyone can use to experiment with DNSSEC. The IP Gold
OARC addresses for ODVR nameservers are: Afilias
Google
e OARC _ Instance IPva IPV6 ICANN
p and AGM: Nominet
October 13-14 in BIND 9 149.20.64.20 2001:4f8:3:2bc:1::64:20 RIPE NCC
Denver, Colorado Unbound 149.20.64.21 2001:4f8:3:2bc:1::64:21 VeriSign
DNS-OARC Public Silver
fg&ﬂinésg_cem UPDATE: On September 3, 2010 ICANN decommissioned the AFNIC
Cisco
Business Case IANA DNSSEC testbed (announcement here). Consequently we Comcast
_ will no longer offer DNS resolution via this mechanism. We DENIC
Meeting Calendar will continue to offer the BIND and Unbound open DNSSEC- McAfee
Most Recent Posts validating resolvers. Microsoft
UltraDNS
Root Zone Archive How To Use ODVR Bronze
- .SE
Reply Size Test You might like to manually query the ODVR nameservers with a CIRA
tool such as dig. Be sure to add the +dnssec option: CNNIC
Ngeg::::n $ dig +dnssec iis.se | less éan's:lr:z:umty
v Services The AD pit in t.he response flags tells you that the reply data has Damballa
o ODVR been validated: Detica
Porttest .. . , DK
: TiDr:(Sm ;; flags: gr rd ra ad; ... Hostmaster
- Pank. St Annthar wawv Fa rica MMNV/D ie Fa nlarca Fha fallawina linae in vane | iniv eNom




gSE

@

ss%

dig TD4

LEll‘_.\ Vla ODVR

$ dig skrd.org ns +dnssec ©@149.20.64.20

<<>> DiG 9.7.2-P2 <<>> skrd.org ns +dnssec @149.20.64.20
global options: +cmd

Got answer:

.
4
.
4
.
4
.
4
.
4

Ne Ne Neo ~o

; OPT PSEUDOSECTION:

EDNS: version: 0, flags: do; udp: 4096
; QUESTION SECTION:

skrd.org. IN NS

.
4
.
4
.
4
.
4

7+ ANSWER SECTION:

->>HEADER<<- opgetdws: QUERY, status: NOERROR, id: 470
flags: gr rd raQUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL:

7

skrd.org. 3600 IN NS currant.skrd.org.

skrd.org. 3600 IN NS cherry.skrd.org.

skrd.org. 3600 IN RRSIGNS 8 2 3600 20101023123033 20100923123033 41178 skrd.org. (#&)
;; ADDITIONAL SECTION:

cherry.skrd.org. 3600 IN A 59.106.173.70

cherry.skrd.org. 3600 IN AAAA 2002:3b6a:ad46::1

currant.skrd.org. 3600 IN A 202.212.225.201

cherry.skrd.org. 3600 1IN RRSIGA 8 3 3600 20101023123033 20100923123033 41178 skrd.org. (H&)

cherry.skrd.org. 3600 IN
currant.skrd.org. 3600 IN

Query time: 1243 msec

SERVER: 149.20.64.20#53(149.20.64.20)
WHEN: Thu Sep 23 23:05:31 2010

MSG SIZE rcvd: 812

Ne Ne ~e ~o
Ne Ne Ne ~o

2010/11/10

RRSIG AAAA 8 3 3600 20101023123033 20100923123033 41178 skrd.org.
RRSIGA 8 3 3600 20101023123033 20100923123033 41178 skrd.org.
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%®D VeriSign Labs DNSSEC Debugger

. VeriSign Labs @ DNSSECT/\w J'F
Y=l

. http://dnssec-debugger.verisignlabs.com/




\/é’riSigm Labs

Time: 2010-09-23 14:08:28 UTC, NTP stratum 3

Debugging DNSSEC problems for skrd.org

TA & Locally configured Trust Anchor

(3 Found 3 DNSKEY records for .

() DS-19036/sHA1 verifies DNSKEY=19036/SEP

(3 Found 1 RRSIGs over DNSKEY RRset

(3 RRSIG-19036 and DNSKEY -19036/sep verifies the DNSKEY RRset
& . refers to org for skrd.org

(> Found 2 DS records for org in the referral

(> Found 1 RRSIGs over DS RRset

() RRSIG-41248 and DNSKEY-41248 verifies the DS RRset

(> Found 4 DNSKEY records for org

(3 DS-=21366/sHA1 verifies DNSKEY -21366/SEp

(> Found 2 RRSIGs over DNSKEY RRset

() RRSIG-21366 and DNSKEY -21366/5ep verifies the DNSKEY RRset
) org refers to skrd.org for skrd.org

(> Found 1 DS records for skrd.org in the referral

(> Found 1 RRSIGs over DS RRset

(3 RRSIG-37812 and DNSKEY-37812 verifies the DS RRset

(> Found 2 DNSKEY records for skrd.org

() DS-17020/sHA256 verifies DNSKEY =17020/SEp

(3 Found 2 RRSIGs over DNSKEY RRset

skrd.org ) RRSIG-=17020 and DNSKEY -17020/sep verifies the DNSKEY RRset
() skrd.org A RR has value 59.106.173.70

(3 Found 1 RRSIGs over A RRset

(3 RRSIG-41178 and DNSKEY-41178 verifies the A RRset

org

Move your mouse over any Dord symbols for remediation hints.




DNSViz

« A DNS visualization tool
e V—yZZHENT DY)

e KEITRILF—EBT>VT17
. http://dnsviz.net/
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Sandia

National
Laboratories

DNSViz Home » skrd.org

DNSViz O —c

A DNS visualization tool

skrd.org
Last updated: 2010-09-23 10:37:35 UTC (Update now) Current time: 2010-0 3
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Download as png
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DNSSEC Validator

. CZ (= 1) NIC LABS &
. FireFox®M 7 KA >

. UYIJL/X(DNSSECHREEY —/\) Z 15 7E
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. http://www.dnssec-validator.cz/
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o000 DNSSEC Validator ()

@v @ w @ mhnp://www.dnssec-validator.cz/ wY) (-;Kcoogle Q)

L RBR—Y ~ Firefox EEVCHREDS BF=21—2

cz.
NICILABS

Validator

wmdow Memultqfﬂnsdwckwdwplayedusmgcolour
keys and information texts in the page’s address bar.

Release notes
What's new? Known problems

v1.0.3
— New search-list reading from a system on Windows
— Fix of browser crashing in some cases of empty search-list
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IDDDNSKEY

$ dig jp. dnskey
;; Truncated, retrying in TCP mode.

; <<>> DiG 9.7.1-P2 <<>> jp. dnskey

14

global options: +cmd

~e
~e

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54132
flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: O

~e
~e Neo 0~

~e  ~eo

QUESTION SECTION:
jp- IN DNSKEY

~e
~e

~e

;; ANSWER SECTION:

jp. 32967 IN DNSKEY 256 3 8 AWEAAbLYhrQMQH9ItfsO/SFNAFVwpV6690F9+FGtEe5I0TuajY871KONN
qgyojToAiyQSTmhibS7qlzaNNx4cZ1Qwl/PvF4yVwYU510YPs5SsMntZ 1WTkebDpTbfyVzPkKZ2brrS/+6Q0mxB5IpgzdbdLc/
mjH6UWVWOgrG+C BSmD9PoX

jp. 32967 IN DNSKEY 256 3 8 AWEAACXWIhw/wv6vwbOKO+umDTP+cPMkoRykho4kLyccg6MB8XkXMThB
Nd1GXEolvzuyd/RAjGJqoZmdzxLyq3T54NTE911eszhMO0LWNLFH8rS zhx0PyIid3GJT/
SOnH4wqgdaYZ3gVEzGEfriWFWP3u2LgntGjdTr9+rdAf 0V+ekrEj

jp. 32967 IN DNSKEY 256 3 8 AWEAAfR82Pggt5LKS2i5209erUXPJjDEZ7100rgqVyhvTbullfEuBQ/A9j
xXGkI89gIsId2CadVicBeUzz8RyowQPhnjGW6Zcap7s5fWq7+H6AECtEq h8Jgbe6sP1C27+
+yMHBBYcLtLOTVXRvQyDwds4rnfsVOzHYMkUulwmOw GPkokqgGz

jp. 32967 IN DNSKEY 257 3 8 AWEAADLPUX+Fy70NuMs8+HY77DX/gal2ZCaGUNJRKDxdvk2XiecvXNu8u
P93ig9BIUH6fP6TRXE3NQ6iP3DeHkNSQCFeWa7ItBxY0gQyPZPJATzIc/ 1WPcjWAwWMOYUI/
Un0KSg93suzUhS5sDjW607FWEURLYeAhg4zvDHEksC GOwUL1dI7gQENO/zKhtz1MpNDHjZrMdSbfPgCseodrfsgOlD+Br5Nz97
mSXg5RbYYhEJ9+yWcUA9YT/sYMNr7JRRzd71UIIIbvo5Th+YM+£34s+0
0JTqwOyvNmehlRE1lvyTyicvk6db80PLTs1WLHSNrUkI06Yo9JyHuitcQ KumIGnA8t08=

;7 Query time: 0 msec
;3 SERVER: 127.0.0.1#53(127.0.0.1)
;; WHEN: Wed Nov 10 16:05:32 2010
;3 MSG SIZE rcvd: 740

2010/11/10 50




04T DR $HH

. DNSSECY v /(>

. 2009/11/24z%AL

« DNSSECOEA EE XD

« DNSSECICED B2 7L A1V —0D&E S5

. A KBS

. ISP, IXP. RATFT a4 >T. RXAVE
=&, Ny, {FEEMEERE 3T

e ;HEFI2011/3FXTDOTFE
. http://dnssec.|p/

2010/11/10 51




/C)SE
D, Ik IASY

\3 56/

HOME

ARV K

AFITU-—

3 RFC (3)

> ARV (4)

2 70k JJLEEESWG (3)
> B (4)

BEE S [ML)

< dns-operations [dns-
oarc.net]

< dnsop Discussion [ietf.org]

< dnsops [dnsops.jp]

< The DNSSEC-Deployment
Working Group [dnssec-
deployment.org]

MEiEH[TOOL]

< bind [isc.org]

<% DNSCheck [iis.se]

< DNSSEC Validator [nic.cz]
< NSD [nlnetlabs.nl]

< OpenDNSSEC

< Unbound [ninetlabs.nl]

<% Unbound 2—Y%%&

PN VIS A T P Aeee 4T A 402 N

10\ DNSSEC

DNSSECY +/\vic2W\WT ¥

BRSO JLERSWG  RFC

BE v

ARVE ¥

RFCEEHEE.. £D3

BY DNSSECJP, ON 8F 31ST, 2010

DNSSECY v/ 7O KM JJLEESWGICT, BEEBTERW LW RSRERE B
- RFC DR—JCIREB WL TWVWET, Kl TABEICIEHRE, 200RHIXEKEE
muUELEDOT, BASELEXT. RFC443 [...] ... — Read More: RFCEEE#.
FD3

) COMMENTS ARE CLOSED (3 RFC, 7OKJ/LEBEBSWG, EfiES

RFCERIBE,. £D2

BY DNSSECIP, ON BF 24TH, 2010

DNSSECY v /{r 7O KJJLERSWGIET, EEBEBTERWEWRIERE B
- RFC DR—JIZIERE\BWLUTWET, FBICSIEHRE, 400ORHAXBEEMULEL
fcoT, BAMSELET, RFC5155DN [...] ... — Read More: RFCHEEHEW. *
D2

C) COMMENTS ARE CLOSED [ZERFC, 7O R JJ/LERBSWG, HliES

RFCEREH

BY DNSSECJP, ON 88 18TH, 2010

@ Comm

.\\ Posts

TWITTER

DNSSECJP

dnssec_jp

AHOEHRIEWCD L 2
AN SBERTRERT
Fll, BEEOFHED
. BEONY—VER
i, BRICEBEOSEE
W& U, 135 R
Ff&EEhExTLR!
#dnssec_jp

10 days ago

AHOBEGRIEWGIZE ]
LELR, RASMEE
BEQXFXFLNY—
IE20WTEREGWEL
. RNREIEEERL
SIEEERTNEGTS
BODFLR, #BEEH
NEFTUL! #dnssec_
17 days ago

BOEIHRIFREWGE >,

Z7—AA47

% 2010588




45 WebARENA

LIRS

. RFCemza
. AppendixDBEE:ERFCERIEE
. FRITARELE

LL

« FIGERICK T 2REETE
. JII\TERE
e R %Z N

. ZIIHEBEEF




ARV NFE

. Internet Week 2010
. 2010/11/24(7K)~26(%)
. 11/25(R)IEZDNS DAY
e BV I NFZFENTZY
. http://internetweek.jp/
. SecurityDay 2010
. 2010/12/22(7K) 13:00~
. http://securityday.|p/

54




45 WebARENA

=y a)

o de)ﬂﬁ *= C. 35 - 275\

e BAANDEE UAA T INDS
e TTLEDHMNR/INTA—%
. BDBIRIL. RBXA VIZER
e NTTINYa—FTaVTFE
. FEERDEEIVE

2010/11/10 55




2010/11/10

Q&A

e OFFEHDOMNESTIWVWE U,

. any questions ?

“4SWebARENA

56




“4SWebARENA

Appendix

. FEERFC—E&
« Unbound
« NSD




ERFC—&

4033

DNS Security Introduction and Requirements.
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4035
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Home | Downloads | Documentation | SVN Repository | Mailing List | Bugs | Support |
WU ITNAMELEIN | .

ﬂﬂme(bL," MA X |

) )

RS replystr(pks Un und

NLnet About Unbound News

; Labs Unbound is a validating, recursive, and caching DNS resolver. Release 1.4.6
Tue Aug 3 12:37:50 CEST 2010

The C implementation of Unbound is developed and maintained by NLnet Labs. It is based on :Version 1.4.6 of unbound has
ideas and algorithms taken from a java prototype developed by Verisign labs, Nominet, Kirei :been released.

and ep.net. more
:Q: . Unbound is designed as a set of modular components, so that also DNSSEC (secure DNS)
%rlSIg n validation and stub-resolvers (that do not run as a server, but are linked into an application) are :Flavors of Unbound

Wed Jul 28 16:57:32 CEST 2010

Men and Mice have published

The source code is under a BSD License. an article on how to select

between different flavors of

. Unbound compilation. This

nomlner Download article will explain the technical
di flerences of the possible

The latest source code tarball is available for download. flavors of Unbound and will give

proposals under which type of

DNS workload a specific flavor

easily possible.

Bugs will perform best. The article will
o o be kept upd ated when new
Report b ing buazilla here. versions of unbound are
I r I eport bugs using bugzilla here released.
Mailing List more

Release 1.4.5
Tue Jun 15 09:15:50 CEST 2010

Version 1.4.5 of unbound has
been released.

Maintenance and Support more

You can subscribe to the unbound users mailing list here.

Browse the archives of unbound-users.

Release 1.4.4
Thu Apr 22 10:37:11 CEST 2010

Version 1.4.4 of unbound has
been released.

Unbound is being maintained by NLnet Labs, a not for profit, public benefit foundation.
Problems can be reported through the bugzilla webinterface. In the case we stop supporting
the product we will announce such two years in advance.

Commercial support for Unbound is available from several organizations. more

Maintained by: NLnet Labs
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HAUnbound > —#%2

Japan Unbound Users Group.

Home | Unbound& & BEEIY=a7) | HACE A-YREE | 1—-Y—T7x—FAh

EJ Entries RSS | Comments RSS

R—
> Unbound & (&
* AREY =27
> unbound(8)

BIND L7z &ELVS YY) a—a Y

unbound-checkconf(8)

> unbound-control(8)
Unbound|ZDNSY ‘/)[//(\ Frwvia, DNSSEC&&&%E%DDNS#V wat— unbound.conf(5)
IN—TF, ROESBRBEFEZET,

> unbound.conf(5)- 1.0.x

e DNSF v v a1 BRICTT BMEHEN > unbound-host(1)
o BKENBETHD (F7AINTRERKENTE D) » HA R
o B

o IPV4, IPV6T 217 ILAT VY * DNSSECZRHICT Bici

o DNSSECXIt > JANA ITAREF B3 3 icid

B _ A VA= L%
UnboundiZBSDZ 1 Y ADTLTARHENTWET,

> I—HRE
Unbound DHBEDEEE IC DL\ T I, DNSOPS.JP BoFEXREEl "Unbound D&t
(PDF); 2B, FFaxX2h

> A= =T A—=F A

- —_— \ : 2/
Unbound-1,0,2,tar,gz > Comparison of DNS server
software (wikipedia)
> JPRS DNSEIE# {8k
38 . . |

10 DNSSECESHE F ¥ 2 X v F OBIR 2 A5 Hhnetkabs

2010 > Unbound &= b
DNSSECESERF 21 XV MDBXBEBREABULE U, Fe, <GBtV X » BADNSA AL —49 — X4 )L—




Unbound: /1’ A I\—)l/

# yum -y install gcc openssl-devel

$ wget http://www.unbound.net/downloads/
unbound-1.4.6.tar.gz

S tar zxf unbound-1.4.6.tar.gz
S cd unbound-1.4.6/
$ ./configure --prefix=/usr/local/

S make

# make install

# /sbin/ldconfig

# groupadd -r unbound

# useradd -r -g unbound -d /var/unbound -s /
sbin/nologin -c "unbound name daemon" unbound
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. /usr/local/sbin/unbound-control-setup
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Unbound: 3% &

=

/usr/local/etc/unbound/unbound.conf (C FEEERE

server:
interface: 192.0.2.5
access-control: 192.0.2.5 allow
auto-trust-anchor-file: "anchors/root"
remote-control: \ rootO N Z>ANFZ >V H—
control-enable: yes I
Y RFC501 18I E &

/usr/local/etc/unbound/anchors/root

. IN DS 19036 8 2 49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32
F24E8FB5 (MEEIDEE THEINTWLWEIRIN—ITT)
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Unbound: #zcEk

)

# /usr/local/sbin/unbound-control-setup

# unbound-control start

# ps axww|grep unbound

9752 ?

# tail

Sep 22
notice:

Sep 22
notice:

Sep 22

75 WebARENA

Ss 0:00 unbound -c /usr/
local/etc/unbound/unbound.conf

/var/log/messages

13:15:
init
13:15:
init
13:15:

46 baguette unbound:

module 0: validator

46 baguette unbound:

module 1l: iterator

46 baguette unbound:

[9752:0]
[9752:0]

[9752:0]

info: start of service (unbound 1.4.6).
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~ NLnet
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NSD

NLnetLabs Projects Publications Support
NSD: Name Server Daemon Links
NSD is an authoritative only, high performance, simple and open source name server. The latest current Releases
stable release is NSD 3.2.6. Download the latest version. Vulnerability announcement
Version 1.2.4

NSD is thoroughly tested, there is a regression tests report available: differences.pdf Version 2.3.7

Mailing list subscribe
Mailing list archives

For NSD 3.0, a memory usage estimation tool is provided.

NLnet Labs has a long term commitment for supporting NSD. There will be an advanced notice when our Documentation
commitment ends. The latest NSD release will supported for at least two years after this notice. More details Presentations
on the support program are found here. Support

Memory Estimate
Mailing lists Subversion repository

Bu
If you are using NSD, you might want to consider subscribing to nsd-users by going to this page. o

Browse the archives of nsd-users.
SVN repository
The repository of NSD is available at /svn/nsd/.

The NSD 3.x.x development tree is located in trunk/.

NSD 3.2.6
Aug 2, 2010
Features

« Expand command line option '-a' and config option 'ip-address:' with port number.
Bugfixes
« Bugfix #314: correctly print NSEC next field, escape spaces and fix label overflows.

Operational notes




NSD: 1A=L

# yum -y install gcc openssl-devel
S wget http://nlnetlabs.nl/downloads/nsd/

nsd-3.2.6.tar.qgz

S tar zxf nsd-3.2.6.tar.gz
$ ¢d nsd-3.2.6/

$ ./configure --prefix=/usr/local/
S make

# make install
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NSD: %7€

L=

/usr/local/etc/nsd/nsd.conf [C PECEKTE

server:
ip-address: 192.0.2.5

username: named

zone:
name: example.jp
zonefile: example.jp.signed
provide-xfr: 192.0.2.6 NOKEY
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